Computer and Computer System Policies

The following policy applies to all students, employees, and other users of the CMN computer system.

The CMN computer system is defined as any PC, laptop computer, monitor, printer, plotter, scanner, electronic device, video processor, audio processor, transmitter, receiver, peripheral, component or related equipment that is standalone or connected to the computer, video, or audio network.  The CMN computer system also includes all wiring, connectors, patch panels and equipment racks.  Software is considered a component of the computer system.  The CMN computer system encompasses the CMN campus, remote sites, satellite campuses, and all other properties owned or rented by CMN.

General

The IT Director is responsible for and directs all activities relating to the CMN computer system. The IT Director oversees the purchase of all computer system components.  

The CMN computer system is the property of CMN.  The CMN President reserves the right to reassign or reallocate any and all components of the CMN computer system.  Related tasks will occur with the consultation of the IT Director.

Components of the CMN computer system will not be relocated, reconfigured, repaired or tampered with without the knowledge and consent of the IT Director.

Faculty and administration computers and equipment are considered private property and are made available for the exclusive use of the respective employee whose work area it is assigned.  Use of such computer or equipment will occur only with the consent and knowledge of the employee or faculty member or the supervisor of the employee or faculty member.

Network

Network logins will not be shared since network access grants access to potentially sensitive material.  A computer system user will use only his/her own assigned login code(s) to access the computer system.  

The IT Department will assign and maintain login codes

Hardware usage

Any and all problems relating to computer hardware, i.e. desktop, monitors, webcams, will be reported to the IT Department as soon as practical.

Software

Any and all problems relating to computer software, i.e. MS Office, Adobe Acrobat, will be reported to the IT Department as soon as practical.

Only software properly licensed by CMN will be used and/or installed on the computer system.  The IT Department is responsible for installing and maintaining all software.  No software will be installed without the consent of the IT Director.

The IT Department is responsible for maintaining user setups.  Since only properly licensed software is allowed on the computer system, the IT Director reserves the right to destroy all copies of improperly licensed software.

Data Storage

All data storage areas are considered confidential and private.  Data storage areas not associated with or belonging to a computer user or those areas which permission to access has not specifically been granted are considered off-limits. 

User files can and should be saved to the CMN computer system.  Users should avoid saving files to a PC’s local hard disk.  All users have private directories on the computer network.  The computer system is backed up by a centralized backup system.  Files saved on networked hard drives are included in that backup.  The IT Director or IT Department is not responsible for data that is not saved to networked hard drives.

Electronic storage devices (i.e.: disks, flash drives, external hard drives) may be used on CMN’s computer system. However, hardware failure of electronic storage systems is not the responsibility of the IT Director or IT Department. Electronic storage devices should be checked regularly for viruses using a current virus scanning utility prior to each use. 
