Network Use Policy
It is the policy of College of Menominee Nation to maintain access for the campus community to local, national, and international sources of information and to provide an atmosphere that encourages access to knowledge and sharing of information.
It is also the policy of the College that members of the campus community will use information resources with respect for the public trust through which they have been provided and in accordance with policies and regulations established from time to time by the College, its operating units, and appropriate legal authorities.
In accordance with the above policies, the following guidelines, which are not to be considered exhaustive, have been established for usage of all services that are part of the campus network.
1.     Every member of the CMN community - student, faculty, staff – is provided a network ID and password which provides access to the Internet, E-mail, and the campus computer network. A person's network ID and e-mail address remains active as long as that person is a current employee or student of CMN. Once a person is no longer an employee or student of CMN, that person’s e-mail and network account is considered expired and will be deleted. 
2.     The user agrees to hold CMN harmless for any detriment that may accrue when that account is suspended and/or deleted. It is understood that account holders will use their e-mail to further their educational objectives at CMN, and will not use their accounts to further commerce in any substantial fashion.
3.     Access to the CMN campus network is a privilege, not a right, and must be treated as such. Any account holder who, without authorization, accesses, uses, destroys, alters, prevents rightful access to or otherwise interferes with the integrity of computer-based information and/or information resources attained through the Internet has engaged in unethical and unacceptable conduct and is therefore open to forfeiture of the network account and/or disciplinary action by the College and/or appropriate legal authorities according to already established procedures.
4.     It is the responsibility of all account holders to guard against abuses of the campus network. These include, but are not limited to, keeping your password confidential, respecting the privacy of others, respecting the legal protection provided by copyright and licensing of programs, and complying with all state and federal laws governing information technology.
5.     It is the intention of CMN to respect the privacy of all electronic communications. However, be aware that the College does not guarantee confidentiality. In order to maintain, repair, or develop the campus network, certain individuals will have special access privileges to hardware and software and therefore to the content that resides in those resources. While every effort will be made to respect the confidentiality of such information by these individuals, the account holder should exercise discretion when saving files or writing electronic communications. CMN has every right to view anything on the network at any time, including all network drives and email.
6.     CMN encourages open and active participation on the Internet by account holders. At no time may the account holder present him or herself as a representative of CMN unless given explicit written permission, nor does the College accept any responsibility for the contents of such communications.
7.     It is the responsibility of all campus network users not to modify any college owned computer equipment. This would include adding/removing software, modifying equipment configurations, or any other modification that may affect usability.
The following is a list of unacceptable behavior for CMN students posting to the CMN servers. Students found in violation will have their site removed from the servers without notice and/or be referred to legal authorities if deemed necessary. 

· The creation or transmission (other than for properly supervised and lawful research purposes) of any offensive, obscene or indecent images, data or other material, or any data capable of being resolved into obscene or indecent images or material 

· The creation or transmission of material which is designed or likely to cause annoyance, inconvenience or needless anxiety; 

· The creation or transmission of defamatory material; 

· The transmission of material such that this infringes the copyright of another person; 

· The transmission of unsolicited commercial or advertising material either to other User Organizations, or to organizations connected to other networks, save where that material is embedded within, or is otherwise part of, a service to which the member of the User Organization has chosen to subscribe; 

· Deliberate unauthorized access to facilities or services accessible via CMN or CMN's network of servers; 

· Deliberate activities with any of the following characteristics: 

· wasting staff effort or networked resources, including time on end systems accessible via CMN and the effort of staff involved in the support of those systems; 

· corrupting or destroying other users' data; 

· violating the privacy of other users; 

· disrupting the work of other users; 

· using CMN's servers in a way that denies service to other users (for example, deliberate or reckless overloading of access links or of switching equipment); 

· continuing to use an item of networking software or hardware after CMN has requested that use cease; 

· other misuse of CMN or networked resources, such as the introduction of "viruses". 

· All pages and sites must contain the following code on each page of the web site: 

This site is not an official CMN web site or page, nor was it created by agents of CMN. This is a student site published by the student, whom is wholly responsible for the content. Contact CMN's IT Department to report this page if you find illegal or distasteful content at:  it@menominee.edu
These rules may be changed or amended at any time without notification. It is the student's responsibility to make sure you are always in compliance with the latest posting.
Web space may be revoked at any time for violations of stated rules or because of complaints received about questionable content.
